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based apparatuses and methods. As may be implemented in
accordance with one or more embodiments, an apparatus
includes a presence sensor that senses the presence of an
individual, and an image sensor that captures an image of the
individual in response to the sensed presence, and that
provides the captured image as image data. A user authori-
zation circuit identifies the individual as being authorized or
unauthorized based upon the provided image data and stored
image data for authorized individuals. An electromechanical
device operates with the user authorization circuit to deploy
one or more deterrents in the vicinity of the individual, in
response to the user authorization circuit identifying the
individual as being unauthorized.
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SECURITY DEVICES AND RELATED
FEATURES

FIELD

Aspects of various embodiments are directed to security
devices and methods.

BACKGROUND

A variety of applications benefit from protection of resi-
dents, employees, property and other items using security
systems, such as to monitor and/or sense certain conditions
such as a facility-operations problem or the presence of an
unwanted intruder. Many such security systems are con-
nected to a central control unit and monitored by an operator
who can alert the appropriate emergency services in the
event of an unwanted intruder. Other systems are self-
contained, and operate without necessarily interacting with
an outside system or operator.

While security systems can be helpful, challenges remain
with regard to response time between detecting adverse
situations and providing a remedy. Some security systems
require interaction with a user in order to operate properly
with regard to alerting to certain conditions, which can be
costly and time-consuming. In addition, many systems gen-
erate false alarms, which can result in fees that are assessed
by local authorities. Moreover, many systems are challeng-
ing to implement with occupied premises, with regard to
discerning unwanted intruders.

These and other matters have presented challenges to
implementing security for a variety of applications.

SUMMARY

Various example embodiments are directed to security
methods and apparatuses, and their implementation.

According to an example embodiment, an apparatus
includes a presence sensor, an image sensor, a user autho-
rization circuit and an electromechanical device. The pres-
ence sensor senses the presence of an individual, and the
image sensor captures an image of the individual in response
to the presence sensor sensing the individual’s presence. The
captured image is provided as image data, and a user
authorization circuit identifies the individual as being autho-
rized or unauthorized based upon the provided image data,
as well as stored image data for authorized individuals (e.g.,
via a comparison or facial recognition approach). The elec-
tromechanical device operates with the user authorization
circuit to deploy one or more deterrents in the vicinity of the
individual, in response to the user authorization circuit
identifying the individual as being unauthorized.

Another embodiment is directed to a method as follows.
The presence of an individual is sensed, and an image of the
individual is captured in response to the sensed presence.
The captured image is provided as image data and received
in a user authorization circuit that identifies the individual as
being authorized or unauthorized based upon the provided
image data and stored image data for authorized individuals.
At least one deterrent is automatically deployed via an
electromechanical device in the vicinity of the individual, in
response to the user authorization circuit identifying the
individual as being unauthorized.

The above discussion/summary is not intended to describe
each embodiment or every implementation of the present
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2

disclosure. The figures and detailed description that follow
also exemplify various embodiments.

DESCRIPTION OF THE FIGURES

Various example embodiments may be more completely
understood in consideration of the following detailed
description in connection with the accompanying drawings,
in which:

FIG. 1 shows an apparatus for providing security, in
accordance with an example embodiment; and

FIG. 2 shows a flow diagram for a method of providing
security, in accordance with another example embodiment.

While various embodiments discussed herein are ame-
nable to modifications and alternative forms, aspects thereof
have been shown by way of example in the drawings and
will be described in detail. It should be understood, however,
that the intention is not to limit the invention to the particular
embodiments described. On the contrary, the intention is to
cover all modifications, equivalents, and alternatives falling
within the scope of the disclosure including aspects defined
in the claims. In addition, the term “example” as used
throughout this application is only by way of illustration,
and not limitation.

DESCRIPTION

The present invention is believed to be applicable to a
variety of different approaches and arrangements for pro-
viding security services. The invention has been found to be
particularly advantageous for addressing security monitor-
ing needs in a residence or private office environment.

Various aspects of the present disclosure are directed
toward security enhancement devices. The security enhance-
ment devices, for example, can be provided as stand-alone
devices and/or integrated into security monitoring devices
(e.g., integrated motion detector and alarm). For instance, a
security enhancement device, consistent with various
aspects of the present disclosure, deters or halts intruders by
recognizing an unwarranted or unwanted presence, and
deploys a deterrent at or towards the unwarranted or
unwanted presence. The security enhancement device, in
certain embodiments, includes one or more deterrent aspects
that deter or halt entrance into a secured area. Such tangible
deterrents which would be capable of being felt, can include
pepper sprays, skin irritants, eye irritants, offending odorant
solutions, dye sprays, electroshock devices (e.g., stun guns),
and/or temporal incapacitating devices (e.g., tranquilizer
guns). Further, the deterrents can also include placebo
deterrents (e.g., scented steam) that would mimic one or
more of the above deterrents. Additionally, in certain
embodiments, a security enhancement device that includes
such tangible deterrents can deploy the deterrents at or
towards the unwarranted or unwanted presence. Various
aspects of the present disclosure are provided to prevent
activation of a security enhancement device by wild/domes-
tic animals (e.g., facial recognition, Infrared sensing). For
instance, facial recognition can determine if an intruder is
human, and Infrared sensing can verify the shape of the
intruder as being human or non-human.

Security enhancement devices, consistent with various
aspects of the present disclosure, are deployed in response to
an unwarranted or unwanted presence. In certain embodi-
ments, the deterrents are deployed in response to detection
of an unwarranted or unwanted presence by a camera (video
or still). In other embodiments, the deterrents are deployed
in response to detection of an unwarranted or unwanted



US 9,472,067 B1

3

presence by an Infrared detection sensor (e.g., Passive
Infrared (PIR) sensor). These deployment mechanisms can
also be used in conjunction to provide an added level of
security such that a presence is verified to be unwarranted or
unwanted by a camera and an Infrared detection sensor.

Tangible deterrents such as pepper sprays, skin irritants,
eye irritants, electro-shock and tranquilization are provided
to stop further intrusion into a monitored space. Further,
these type of deterrents and placebos such as odorants, and
steam allow for deterring an intruder as well as indication to
other further intruders that an area is being monitored.
Moreover, a deterrent such as dye can assist in identification
of an intruder due to the dye marking the intruder.

Additionally, in certain embodiments, security enhance-
ment devices, consistent with various aspects of the present
disclosure, are provided with an Infrared detection sensor. In
this manner, such deterrents can be deployed by a security
enhancement device in response to heat and/or movement
sensed via Infrared detection.

In certain embodiments of a security enhancement device
that includes a camera for use in detecting an unwarranted
or unwanted presence, the presence is detected by use of
facial recognition software. A database of facial profiles of
authorized persons can be kept in memory of a stand-alone
security enhancement device. Additionally, data of facial
profiles of authorized persons can be kept in memory at a
security monitoring device that includes a security enhance-
ment device. Moreover, such data can be stored at a control
panel that communicates with a stand-alone security
enhancement device and/or with a security monitoring
device that includes a security enhancement device. Further,
data of facial profiles of authorized persons can be kept in
memory at a control monitoring center that communicates
with a stand-alone security enhancement device and/or with
a security monitoring device that includes a security
enhancement device. The database of facial profiles, in
certain embodiments, can be provided at one or more of the
stand-alone security enhancement device, security monitor-
ing device, the control panel, and/or the control monitoring
center. Wireless communication can occur using a trans-
ceiver for wirelessly communicating with central devices,
monitoring devices, third-party monitoring stations, and/or
an end user.

In the embodiments including facial recognition capabili-
ties, a camera can compare the detected presence to the
database of facial profiles of authorized persons to determine
if the detected presence is unwarranted or unwanted. If the
detected presence is determined as being unwarranted or
unwanted, the device can deploy the deterrents. Addition-
ally, embodiments of the present disclosure allow for a user
to utilize a live view of the area monitored by the security
enhancement device (or devices if multiple security
enhancement devices are provided). In this manner, the user
can decide whether or not to deploy the deterrents. A user
can be alerted to the detected presence of any intrusion
and/or the detected presence of an unwarranted or unwanted
person. Further, a user can view the area monitored by the
security enhancement device without engaging any alert,
and can determine whether or not to deploy any deterrents.

Various aspects of the present disclosure allow for a user
to remotely access the monitoring device and/or security
enhancement device. The monitoring device and/or security
enhancement device will receive a remote video access
request. The request can originate, for example, from an
application on a mobile phone or from a computer. The
monitoring device and/or security enhancement device will
then operate to authenticate the user. If the monitoring
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device and/or security enhancement device determines that
authorization is invalid, access will be denied. If the alarm
is not activated, access will be denied by the monitoring
device and/or security enhancement device. If the alarm is
activated, the monitoring device and/or security enhance-
ment device will allow access. At this point, the user can
view current video or images captures by the monitoring
device and/or security enhancement device, the user can arm
or disarm the monitoring device and/or security enhance-
ment device, and/or the user can adjust the angles of the PIR
sensor, the Infrared light emitting diodes, and/or the camera
of the monitoring device and/or security enhancement
device.

In some embodiments, a deterrent is coupled with the
monitoring device and operable in response to remote user
control. An actuator or other deployment mechanism is
responsive to remote user inputs by dispensing the deterrent,
in a predefined direction and/or in a direction controlled by
the user. In more particular embodiments, a user is alerted in
response to automated intruder detection, and is provided
with an opportunity to remotely view the intruder (e.g., to
assess identification) and control the dispensing of the
deterrent. For example, such an approach may be imple-
mented in which a central control center is coupled to a
multitude of monitored environments. When an intruder is
automatically detected (e.g., via face recognition), an alert
can be provided along with live video to the central control
center, where a user can assess the video and remotely
deploy a deterrent. The deterrent can be deployed via the
sensing device detecting the intruder, or via other devices
located in a common environment and strategically placed
for countering unwanted intrusion.

Moreover, the various aspects of the present disclosure
are directed toward facial recognition as utilized to track
intruders who enter and exit a property that is monitored by
the security enhancement device. For instance, if a person
entering a location monitored by the security enhancement
device is determined to be authorized (proper credentials
via, for example a proper password entered into a keypad or
akey fob), the security enhancement device can utilize facial
recognition to indicate that the person is authorized for
future entrance even in the absence of the proper credentials.
Additionally, the security enhancement device can recognize
that a person not having the proper credentials is unauthor-
ized for all future entrances to a monitored location. This
authorization aspect for future entrance can also be modified
by the user.

Various aspects of the present disclosure are also directed
toward security enhancement devices that include various
types of activation and deactivation. For example, the secu-
rity enhancement device can include a clock function such
that the device is active outside of business hours (e.g., 9:00
a.m. and 5:00 p.m.). Furthermore, the security enhancement
devices can be activated by a user (e.g., via a key fob or
passcode) to change from activated to deactivated states.
Moreover, the security enhancement devices, in certain
embodiments, include various levels of security activation.
For instance, a lower level of security setting can allow for
the device to deploy a selected type (as automatically
selected by the CPU) of deterrent(s) in response to a detected
intrusion (e.g., verified by facial recognition or Infrared
sensing). In addition, a higher level of security setting can
deploy deterrents in response to a detected and verified
intrusion. Yet an even higher level of security setting can
deploy deterrents in response to any verified or unverified
intrusion.
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In certain embodiments, security enhancement devices,
consistent with various aspects of the present disclosure,
utilize a camera or PIR to calculate the deployment distance
of deterrents. For instance, a security enhancement device
calculates the distance between an intrusion and the camera,
based on normal spray radius and distance of a deterrent.

Various circuit-based building blocks and/or other mod-
ules may be implemented to carry out one or more of the
operations and activities described herein, and/or shown in
the block-diagram-type figures. In such contexts, these
building blocks and/or modules represent circuits that carry
out one or more of these, or other related operations/
activities. For example, in certain of the embodiments
discussed above, one or more blocks and/or modules are
discrete logic circuits or programmable logic circuits con-
figured and arranged for implementing these wireless com-
munication protocols, as in the circuit modules/blocks
described above. In certain embodiments, the programmable
circuit is one or more computer circuits programmed to
execute a set (or sets) of instructions (and/or configuration
data). The instructions (and/or configuration data) can be in
the form of firmware or software stored in, and accessible
from, a memory (circuit).

Yet other embodiments are directed to combinations of
the above aspects in which such above-discussed features
and operations are operated together for application-specific
functions and environments. For instance, in a camera-
enabled security system that uses facial (or other bio-
indicating) recognition and in response to the system detect-
ing that an unauthorized person has been detected (e.g.,
within so many feet of the target area), rather than activating
a spray on the unauthorized person, the system is capable of
alerting the end user. In this aspect, the end user would have
manual control over such activation feature(s) and/or can
concurrently issue a ramp-up warning of a potential spray
for audible/visual reception by the unauthorized person. It
should be appreciated that other such combinations of the
above aspects would also be useful for other such applica-
tion-specific functions and environments.

Security systems, consistent with various aspects of the
present disclosure, can include receivers and transmitters to
communicate between security enhancement device(s) and a
monitoring station. In some instances, a monitoring device
may be implemented with only a transmitter. In other
instances, a monitoring device may be implemented with
only a receiver. Other implementations allow for one or
more of the central devices (e.g., control panel(s)) and
monitoring devices (e.g., peripheral device(s)) to have both
a transmitter and receiver (transceiver). Thus, a transceiver
is used herein to describe a receiver, transmitter or both a
receiver and transmitter.

Communication between a central control panel device
and security enhancement devices can occur via wireless
communications. The wireless communications may be
implemented using suitable frequencies. For instance, wire-
less communications frequencies in industrial, scientific and
medical (ISM) radio bands (900 MHz, 433 MHz, 2.4 GHz
and 5.8 GHz) have been found to be suitable for monitoring
systems; however, alternate frequencies may be imple-
mented in accordance with the particulars of the system or
its intended implementation. Additionally, wireless commu-
nications between the central control panel device and
monitoring/peripheral devices can occur via WiFi, Blu-
etooth®, 3G and/or 4G wireless (or another comparable
protocol).

As discussed above, a control panel can communicate to
the various devices using a variety of wireless data com-
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munication protocols. Specific wireless communication sys-
tems and devices are discussed in further detail in U.S. Pat.
No. 8,155,105 (see, e.g., FIG. 1A therein) entitled “Spread
Spectrum  Wireless Communication and Monitoring
Arrangement and Method.” U.S. Pat. No. 8,155,105 is fully
incorporated herein by reference for such related teachings.
More particularly, this U.S. patent document is incorporated
by reference with regards to exemplary circuits for imple-
menting wireless communication between a central device
and a remote monitoring device.

Security monitoring arrangements, as described above,
are discussed in further detail in U.S. Pat. No. 7,463,145
(see, e.g., FIG. 1A therein) entitled “Security Monitoring
Arrangement and Method Using A Common Field Of
View;” and U.S. Pat. No. 7,463,146 (see, e.g., FIG. 1A
therein) entitled “Integrated Motion-Image Method And
Device.” U.S. Pat. Nos. 7,463,145 and 7,463,146 are fully
incorporated herein by reference for such related teachings.
More particularly, this U.S. patent document is incorporated
by reference with regards to exemplary circuits for imple-
menting security monitoring device(s).

In accordance with another embodiment, an apparatus
includes a presence sensor such as a motion-based sensor,
and an image sensor that operates to collect an image of a
premises or region. The apparatus also includes a user
authorization circuit (e.g., a processor-type circuit) and an
electromechanical device. The presence sensor senses the
presence of an individual, such as by detecting Infrared or
heat characteristics, and the image sensor captures an image
of the individual in response to the presence sensor sensing
the individual’s presence. The captured image is provided as
image data, such as by converting light to an electric signal
at a photosensor. The user authorization circuit identifies the
individual as being authorized or unauthorized based upon
the provided image data as well as stored image data for
authorized individuals, such as by comparing the data in a
facial recognition approach. The electromechanical device
operates/deploys one or more deterrents in the vicinity of the
individual in response to the individual being identified as
unauthorized (e.g., an intruder). Such a deterrent may, for
example, include an undesirable or debilitating gas or liquid,
sound or other materials that may act to dissuade an indi-
vidual from approaching further.

In a more particular embodiment, the image data is
transmitted over a network when the individual is identified
as being unauthorized. This approach may, for example,
save cost and power by transmitting the image data only
when the individual is identified as unauthorized. Further,
this approach can be used to mitigate false alarms, and also
permit operation of the apparatus while authorized individu-
als are present. In other embodiments, the image data is
transmitted in all cases, with an authorization being carried
out remotely.

In certain embodiments, the apparatus (e.g., as part of a
system) includes a remote interface that uses the transmitted
image data to display an image of the individual identified
as being unauthorized for verification by a user. A deterrent
deployment instruction is transmitted over the network in
response to a user input received from the user (e.g., if the
user identifies the individual as being unauthorized). The
electromechanical device is responsive to the transmitted
deployment instruction by deploying the deterrent in the
vicinity of the individual.

In more particular implementations, the presence sensor
senses or determines a distance between the individual and
the presence sensor, as the individual is moving relative to
the presence sensor. The sensed distance can be used in a
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number of manners, to suit particular embodiments. In some
embodiments, the distance is used to trigger the image
sensor for image capture, thus timing the image capture with
the sensed presence and, for certain implementations, saving
power by permitting the image sensor to be off or in a
low-power state until an individual comes within a certain
distance threshold (e.g., moves past a first warning area).

In other embodiments, the image sensor captures the
image of the individual in response to the distance between
the individual and the presence sensor decreasing to a
threshold distance level. In certain implementations, a warn-
ing circuit presents a warning to the individual in response
to the sensed distance decreasing to a first threshold, and the
image sensor captures the image in response to the sensed
distance decreasing to a second threshold that is a shorter
distance than the first threshold.

In certain distance-sensing embodiments, the apparatus
includes an audio circuit that operates with the presence
sensor to generate an audible sound warning in the vicinity
of individuals identified as being unauthorized, and the
sensed distance decreasing to a first threshold. The user
authorization circuit transmits the image data in response to
the sensed distance decreasing to a second threshold that is
a shorter distance than the first threshold. In other imple-
mentations, the electromechanical device deploys one or
more deterrents in the vicinity of the individual in response
to the user authorization circuit identifying the individual as
being unauthorized and the sensed distance decreasing to a
second threshold that is a shorter distance than the first
threshold. As characterized above and herein, the audible
sound warning may include a sound informing the indi-
vidual that a toxic substance will be deployed if the user
moves further toward the presence sensor (e.g., where the
deterrent does not include the toxic substance), and may be
accompanied by flashing light emitted by a light-emitting
circuit that operates to flash light at a rate that increases in
response to the distance between the individual and the
presence sensor decreasing.

In some embodiments, the user authorization circuit oper-
ates with the image sensor to process the image data based
on facial recognition criteria, using stored facial recognition
criteria indicative of authorized individuals. The individual
is therein identified as being authorized or unauthorized via
facial recognition. Certain embodiments are directed to a
similar approach in which the individual is identified as
being unauthorized when the image data does not match the
stored image data.

In accordance with one or more embodiments, the pres-
ence of an individual is sensed and an image of the indi-
vidual is captured in response to the sensed presence. The
captured image is provided as image data and received in a
user authorization circuit that identifies the individual as
being authorized or unauthorized based upon the provided
image data and stored image data for authorized individuals.
When the user authorization circuit identifies the individual
as being unauthorized, a deterrent such as a spray is auto-
matically deployed via an electromechanical device in the
vicinity of the individual.

In some implementations, the image data is transmitted
over a network in response to identifying the individual as
being unauthorized, and the transmitted data is used to
display an image of the individual identified as being
unauthorized for verification by a user. The user can then
evaluate the data and transmit a deterrent deployment
instruction over the network, with the deterrent being auto-
matically deployed (e.g., without further human interven-
tion) in response to the deterrent deployment instruction.
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In some embodiments, the distance between the indi-
vidual and a presence sensor that senses the individual’s
presence is sensed. In some implementations, before the
image data is transmitted an audible sound warning is
provided in the vicinity of the individual in response to the
user authorization circuit identifying the individual as being
unauthorized, and the sensed distance decreasing to a first
threshold. If the sensed distance decreases to a second
threshold that is a shorter distance than the first threshold
(i.e., the individual moves further toward the sensor), the
image data is transmitted for authorization by the user. In
this regard, a warning is first provided and, if the individual
is unauthorized and does not further approach the sensor, the
image data may not necessarily be acquired and/or sent to
the user. This may, for example, save power and expense. In
other implementations, image capture is triggered based on
the sensed distance, such as by energizing an image capture
circuit in response to the individual moving within a certain
threshold of the sensor. In still other implementations
involve a warning such as the audible warning above, in
connection with a delayed image capture that is also based
on the individual moving within a threshold distance from
the sensor that is closer than a distance at which the warning
is provided.

Turning now to the figures, FIG. 1 shows an apparatus
100 for providing security, in accordance with an example
embodiment. The apparatus 100 includes a security device
102, including a presence sensor 110, an image sensor 120,
and an authorization circuit 130 that operate to detect and
identify the individual 104 as authorized or not authorized.
The apparatus 100 also includes an electromechanical
device 140 that physically deploys (e.g., sprays) a tangible
deterrent in the vicinity of the individual 104 when that
individual 104 is determined to be unauthorized. The appa-
ratus 100 also includes a power source 150 and memory that
stores image-based user data 132.

In one embodiment, the presence sensor 110 monitors an
area and, in response to sensing the presence of the indi-
vidual 104, provides a signal to the image sensor 120 which
responds by capturing an image of the individual 104. The
captured image is presented as image data 160 to the
authorization circuit 130, which accesses the image-based
user data 132 for authorizing the individual 104. If the
individual 104 is identified as unauthorized (or simply as not
authorized), the authorization circuit 130 generates an out-
put that is used, either directly as shown or indirectly, to
dispense a deterrent from the electromechanical device 140.

The dashed line of the security device 102 denotes an
embodiment in which the components as shown are inte-
grated together, such as in a common security unit. How-
ever, the various components as shown may be implemented
separately or with two more of the components implemented
together but separate from the rest. For example, compo-
nents 110, 120, 130 and 132 may be integrated on a common
chip, and within a housing that includes the electromechani-
cal device 140 and power source 150.

In another example, the presence sensor 110 and image
sensor 120 are integrated in a common device, and the
authorization circuit 130 is remote from the presence sensor
110 and image sensor 120. The apparatus 100 also includes
a wireless communication circuit 160 that wirelessly com-
municates the image data between the image sensor 120 and
the user authorization circuit 130. In another embodiment,
the apparatus 100 also includes a wireless communication
circuit 170, which wirelessly communicates an alarm signal
to a control panel in response to the individual 104 being
identified as unauthorized. Such an approach may, for
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example, involve the use of a wireless sensor that also
operates to dispense a deterrent, or in which the control
panel controls the dispensing of a deterrent from a different
but nearby device.

FIG. 2 shows a flow diagram for a method of providing
security, in accordance with another example embodiment.
At block 210, monitoring for the presence of an individual
is carried out, such as by using a motion sensor in an
entryway or other premises location. If presence is not
detected at block 220, the process continues at block 210.
When the presence of an individual is detected at block 220,
imaging circuitry is energized at block 230, and image data
is collected at block 240. Such an approach may include, for
example, using a photosensor, charge-coupled device (CCD)
or other component and circuitry to generate a signal cor-
responding to incident light.

Collected image data is analyzed at block 250. If the
individual is identified as authorized, the process continues
at block 210. In some implementations, a delay is carried out
at block 265, such as to allow time for an authorized user to
move out of a protected area and not require reimaging. In
other implementations, individuals identified as authorized
are tracked at block 265, and a delay is carried out with
respect to presence sensing until after the user leaves the
scene. In still other implementations, the presence sensing
and imaging is carried out while an authorized individual is
still present, to detect the presence of an unauthorized
individual that is also in the same area. Such an approach
may, for example, be useful for detecting an unauthorized
individual sneaking up behind an authorized individual
attempting to enter a building.

If the image data is does not match stored image data at
block 260, the detected individual is identified as being
unauthorized at block 270, and a deterrent is deployed at
block 280 as discussed herein. The process can then con-
tinue at block 210, with an optional delay at block 265 as
described above.

In a more particular implementation, the imaging circuitry
is energized at block 230 so long as the presence of one or
more individuals is detected. The image data is collected at
block 240 and analyzed at block 250 to identify the presence
of different individuals, and independently ascertain whether
each individual is authorized or unauthorized. In certain
implementations in which different individuals are identified
as authorized and unauthorized in a common vicinity, the
relative position of each individual is tracked and the
deterrent is deployed at block 280 toward the unauthorized
individual. Such an approach may, for example, be coupled
with warnings presented to one or both individuals, prior to
the deterrent being deployed. In certain implementations
under such conditions, the authorized user may disable the
deployment of the deterrent, such as by presenting a pass-
word (e.g., verbally) or key that is recognized and processed
to disable deterrent deployment. Such an approach may, for
example, be carried out in the apparatus 100, such as with
the authorization circuit 130 operating to identify and track
different individuals, and control the electromechanical
device 140 for dispensing the deterrent accordingly. In
certain such embodiments involving the apparatus 100, the
electromechanical device includes one or more motors or
other motion controllers that operate to direct a nozzle or
other deployment device to dispense the deterrent at the
tracked location of the unauthorized individual.

Various blocks, modules or other circuits may be imple-
mented to carry out one or more of the operations and
activities described herein and/or shown in the figures. In
these contexts, a “block” (also sometimes “logic circuitry”
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or “module”) is a circuit that carries out one or more of these
or related operations/activities (e.g., sensing motion, sensing
distance, or controlling the dispensing of a deterrent). For
example, in certain of the above-discussed embodiments,
one or more modules are discrete logic circuits or program-
mable logic circuits configured and arranged for implement-
ing these operations/activities, as in the circuit modules
shown in FIG. 1. In certain embodiments, such a program-
mable circuit is one or more computer circuits programmed
to execute a set (or sets) of instructions (and/or configuration
data). The instructions (and/or configuration data) can be in
the form of firmware or software stored in and accessible
from a memory (circuit). As an example, first and second
modules include a combination of a CPU hardware-based
circuit and a set of instructions in the form of firmware,
where the first module includes a first CPU hardware circuit
with one set of instructions and the second module includes
a second CPU hardware circuit with another set of instruc-
tions.

Certain embodiments are directed to a computer program
product (e.g., nonvolatile memory device), which includes a
machine or computer-readable medium having stored
thereon instructions which may be executed by a computer
(or other electronic device) to perform these operations/
activities.

Various embodiments described above may be imple-
mented together and/or in other manners. One or more of the
items depicted in the present disclosure can also be imple-
mented separately or in a more integrated manner, or
removed and/or rendered as inoperable in certain cases, as is
useful in accordance with particular applications. In view of
the description herein, those skilled in the art will recognize
that many changes may be made thereto without departing
from the spirit and scope of the present disclosure.

What is claimed is:

1. An apparatus comprising:

a presence sensor configured and arranged to sense the
presence of an individual and a distance between the
individual and the presence sensor;

an image sensor configured and arranged to capture an
image of the individual in response to the presence
sensor sensing the presence of the individual, and to
provide the captured image as image data;

a user authorization circuit configured and arranged to
identify the individual as being authorized or unauthor-
ized based upon the provided image data and stored
image data for authorized individuals;

a warning circuit configured and arranged with the pres-
ence sensor to generate audible sound by generating a
warning to the individual in response to: the user
authorization circuit identifying the individual as being
unauthorized, and the sensed distance decreasing to a
first threshold; and

an electromechanical device configured and arranged
with the user authorization circuit to deploy at least one
tangible deterrent in the vicinity of the individual, in
response to the user authorization circuit identifying the
individual as being unauthorized and the sensed dis-
tance decreasing to a second threshold that is a shorter
distance than the first threshold.

2. The apparatus of claim 1,

wherein the user authorization circuit is configured and
arranged to transmit the image data over a network in
response to identifying the individual as being unau-
thorized;

further including a remote interface configured and
arranged to use the transmitted image data to display an
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image of the individual identified as being unauthorized
for verification by a user, and to transmit a deterrent
deployment instruction over the network in response to
a user input received from the user; and

wherein the electromechanical device is configured and
arranged with the remote interface to deploy the at least
one deterrent in the vicinity of the individual in
response to the deterrent deployment instruction.

3. The apparatus of claim 2,

wherein the presence sensor is configured and arranged to

sense the distance between the individual and the
presence sensor as the individual is moving relative to
the presence sensot,

wherein the warning circuit is an audio circuit and the

warning is an audible sound warning in the vicinity of
the individual, and
wherein the user authorization circuit is configured and
arranged to transmit the image data in response to the
sensed distance decreasing to a second threshold that is
a shorter distance than the first threshold.

4. The apparatus of claim 1, wherein

the presence sensor is configured and arranged to sense
the distance between the individual and the presence
sensor as the individual is moving relative to the
presence sensor, and

the image sensor is configured and arranged to transmit

the image in response to the sensed distance decreasing
to a threshold.

5. The apparatus of claim 1, wherein

the presence sensor is configured and arranged to sense

the distance between the individual and the presence
sensor as the individual is moving relative to the
presence sensor, and

the image sensor is configured and arranged to transmit

the image in response to the sensed distance decreasing
to a second threshold that is a shorter distance than the
first threshold.

6. The apparatus of claim 1, wherein

the presence sensor is configured and arranged to sense

the distance between the individual and the presence
sensor as the individual is moving relative to the
presence sensor, and

the image sensor is configured and arranged with the

presence sensor to transmit the image of the individual
in response to the distance between the individual and
the presence sensor decreasing to a threshold distance
level.

7. The apparatus of claim 1,

wherein the presence sensor is configured and arranged to

sense the distance between the individual and the
presence sensor as the individual is moving relative to
the presence sensor, and

wherein the warning circuit is an audio circuit and the

warning is an audible sound warning in the vicinity of
the individual.

8. The apparatus of claim 7, wherein the audible sound
warning includes sound informing the individual that a toxic
substance will be deployed if the individual moves further
toward the presence sensor, and the at least one deterrent
does not include the toxic substance.

9. The apparatus of claim 7, further including a light-
emitting circuit configured and arranged with the presence
sensor to flash a light at a rate that increases in response to
the distance between the individual and the presence sensor
decreasing.

10. The apparatus of claim 1, wherein the user authori-
zation circuit is configured and arranged with the image
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sensor to process the image data based on facial recognition
criteria, using stored facial recognition criteria indicative of
authorized individuals, and therefrom identify the individual
as an authorized individual or an unauthorized individual.

11. The apparatus of claim 1, wherein the user authori-
zation circuit is configured and arranged to identify the
individual as being unauthorized in response to the provided
image data not matching the stored image data.

12. The apparatus of claim 1, wherein the presence sensor
and image sensor are integrated in a common device, and the
user authorization circuit is remote from the presence sensor
and image sensor, further including a wireless communica-
tion circuit configured and arranged to wirelessly commu-
nicate the image data between the image sensor and the user
authorization circuit.

13. The apparatus of claim 1, wherein the user authori-
zation circuit is configured and arranged with the image
sensor to identify different individuals from which images
are concurrently captured as authorized or unauthorized, to
track the location of the different individuals, and in
response to one of the individuals being identified as unau-
thorized, operate the electromechanical device to direct the
deterrent at the tracked location of the one of the individuals
identified as unauthorized.

14. The apparatus of claim 13, further including a wireless
communication circuit configured and arranged to wire-
lessly communicate an alarm signal to a control panel in
response to the individual being identified as unauthorized.

15. The apparatus of claim 1, wherein the electromechani-
cal device is configured and arranged to deploy the at least
one deterrent by deploying a liquid spray.

16. A method comprising:

sensing the presence of an individual;

capturing an image of the individual in response to

sensing the presence of the individual;

providing the captured image as image data;

sensing a distance between the individual and a presence

sensor that senses the presence of the individual;

in a user authorization circuit that receives the image data,

identifying the individual as being authorized based
upon the provided image data and stored image data for
authorized individuals;
generating an audible sound warning in the vicinity of the
individual in response to: the user authorization circuit
identifying the individual as being unauthorized, and
the sensed distance decreasing to a first threshold;

transmitting the image data over a network in response to
identifying the individual as being unauthorized; and

automatically deploying at least one tangible deterrent via
an electromechanical device in the vicinity of the
individual, in response to the user authorization circuit
identifying the individual as being unauthorized and a
deterrent deployment instruction received over the net-
work.

17. The method of claim 16,

further including displaying an image of the individual

identified as being unauthorized for verification by a
user, and transmitting the deterrent deployment instruc-
tion over the network in response to a user input
received from the user.

18. The method of claim 16,

wherein capturing the image includes, in response to the

sensed distance decreasing to a threshold, energizing an
image capture circuit and using the image capture
circuit to capture the image.
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19. The method of claim 16,

wherein capturing the image includes capturing the image
in response to the sensed distance decreasing to a
second threshold that is a shorter distance than the first
threshold. 5



